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                        Threat Signal Report

                        Jenkins Arbitrary File Read Vulnerability (CVE-2024-23897)

                        Mar 12, 2024
                        


What is the Vulnerability?
Cyber threat actors are actively targeting Jenkins which is a Java-based open-source automation server widely used by application developers. The critical vulnerability tracked as CVE-2024-23897 could enable remote...
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                        JetBrains TeamCity Authentication Bypass Vulnerabilities (CVE-2024-27198, CVE-2024-27199)

                        Mar 12, 2024
                        


What are the Vulnerabilities?

Two new vulnerabilities affecting JetBrains TeamCity CI/CD server have been identified and tagged as CVE-2024-27198 and CVE-2024-27199. The most severe of the two, CVE-2024-27198, has been added to CISA's...
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                        ConnectWise ScreenConnect Attack

                        Mar 11, 2024
                        Threat actors including ransomware gangs are seen exploiting newly discovered critical flaws in remote monitoring and management software called ScreenConnect.
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                        Ivanti Connect Secure and Policy Secure Attack

                        Feb 29, 2024
                        Widespread exploitation of zero-day vulnerabilities affecting Ivanti Connect Secure and Policy Secure gateways underway.
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                        Microsoft Exchange Server Elevation of Privilege Vulnerability (CVE-2024-21410)

                        Feb 16, 2024
                        


What is the Vulnerability?
Microsoft disclosed a critical security flaw in the Exchange Server.  Tracked as CVE-2024-21410, the issue has been described as a privilege escalation vulnerability. This security flaw can let remote...
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                        Outbreak Alert- Annual Report 2023

                        Feb 14, 2024
                        FortiGuard Labs published a total of 38 Outbreak Alerts in the year 2023 comprising of 23 Significant Vulnerabilities, 8 Targeted Attack Campaigns, 4 OT/IoT Threats and 3 Malware related Threats. Read the full Annual Report to review the observed...
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